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Summary
You can improve your computer and/or network security by changing your DNS servers. If you’re a 
business, switch your DNS servers to Quad9’s secure DNS service.

If you’re a home user, the choice gets a bit more tricky. If you care about privacy or care about phishing
protection more than anything else, switch to Quad9’s secure DNS service. In all other cases, switch to 
Norton’s secure service (called Norton ConnectSafe by them.)

The recommendations above are based on your connection to the internet being in the United States. 
Other countries have not been tested.

If you don’t know what DNS is, see Appendix A: DNS Primer on page 9 for a quick introduction.

Background
With the advent of CloudFlare’s entry in the DNS server market, they claimed to be the fastest and also
focused on privacy. Depending on where you are, they may very well be the fastest. But a discussion 
on Reddit got me wondering if that was really what people should be looking at.
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Sure, fast is better than slow, but does it matter? In one sample test, CloudFlare was easily first with 
12.44ms response time, while Norton, the slowest recommended service, had a response time of 
47.62ms. The difference is about 32ms. That’s 3.2% of a second. Am I really going to notice?

Most of the time waiting for a web page to load is waiting for the web server, and usually it’s the web 
servers serving ads on the page that delay loading. Further, every modern operating system will cache 
the DNS responses for a while, meaning they won’t ask again for the same website for a while, taking 
that 3.2% down to 0% for repeat questions.

A few DNS services offer more than just DNS. Some filter the responses, effectively blocking domains 
that  you, a parent, or a boss don’t want you going to, either intentionally or accidentally. Some pay 
services are configurable, and even give you nice reports, such as OpenDNS.

But I wanted to focus solely on bad domains. I define bad domains as domains associated with or 
distributing malware, phishing, scams, or PUPs1. I also wanted to focus on free services, although 
some, like OpenDNS, do offer additional services for a fee. But basic bad domain protection for free 
was a requirement.

Just as not all anti-virus is equally effective, I suspected DNS protection wasn’t equal either. I looked 
around for tests, and found only one2. The results were disappointing, with the best blocking only 10% 
of the bad domains, although the sample size was small. So I decided to run my own. Studies should be
repeatable after all, and I could use a larger sample size.

The Contenders
The first thing was deciding who to include. Originally, based on the criteria above, and some research,
I selected the following:

• Quad9

• OpenDNS

• Comodo Secure DNS (referred to as just Comodo)

• Greenteam

• Norton ConnectSafe (referred to as just Norton)

Midway through, I discovered Mnemonic. Greenteam was doing so badly, I stopped testing them and 
substituted Mnemonic since Mnemonic fit my criteria.

1 Potentially Unwanted Programs, usually software designed to bombard you with ads, but some also invade your 
privacy, or interfere with you web surfing. They can also change various settings, including your search engine settings.

2 https://medium.com/@nykolas.z/dns-security-filters-compared-quad9-x-opendns-x-comodo-secure-x-norton-
connectsafe-x-yandex-safe-a00ace3bf21f
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Finding the bad domains
The next thing was to find live bad domains. This wound up being harder than I thought. But there are 
sources on the internet, including PhishTank, and VirusTotal among others. A few domains were 
provided by users I protect. In the end I found 197 live bad domains.

I broke the bad domains into 3 categories:

• Malware. They were distributing or associated with malware.

• Phishing. Any site with a phishing page.

• Other. These were mostly tech support scam pages and sites distributing PUPs.

I did worry that since OpenDNS runs PhishTank, this might give them an advantage, but as you can 
guess from the summary, that didn’t happen.

Was it blocked
The next problem was determining if the domain was blocked or not. Therefore, I also tested the 
response from 4 non-blocking DNS services. If the blocking services returned any IP also returned by 
the non-blocking services, then it was considered a failure.

The 4 non-blocking services used were:

• Google

• CloudFlare

• Comcast (a local service)

• Quad9 unsecured3

For the most part, the DNS protection services redirect to a blocked page when a domain is blocked. 
This block page has a static IP address (or 2 in the case of Norton). If the query returns this IP address, 
it is considered blocked. It took a little trial and error to discover these IP addresses since the services 
don’t publish them anywhere I could find.

Quad9 is a little different. Instead of directing you to a block page, they just return a no such domain 
(NXDOMAIN) response. Rather easy to pick out from the response, but to a user, it wouldn’t give 
them a clue as to why they can’t reach the domain.

3 While Quad9 is better known for offering secured/filtered DNS, they also offer unsecured/unfiltered DNS.
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The Results
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Overall Results Discussion
While the blocking rates may seem low and some may say it’s not worth it, it’s not so simple. In 
addition to running the DNS tests, I also ran every domain through VirusTotal4 to see if it was detected 
or not. Single digit detection scores were quite common, depressingly common.

For the last 116 sites where I recorded VirusTotal scores, the average detection for the other category 
was the best, at about 16%5. While many will argue, with some validity, that the VirusTotal scores do 
not indicate overall AV protection, and not all AV programs did as well as others6, it does highlight that 
against newer threats, depending on just AV to protect you is unrealistic. Since you can’t run all the AV 
products at once, the protection you will get is actually worse.

The scores are further complicated by the fact that some domains host other people’s content on their 
domain. The criminals sometimes take advantage of that. For example, there have been, and probably 
still are, phishing pages hosted on GoogleDocs. While most domains, including Google, will quickly 
pull the bad stuff down as soon as they are aware of it, it is there briefly.

Most DNS blockers have whitelists to avoid blocking these domains. Blocking a major player like 
GoogleDocs would result in a lot of collateral damage. In my tests, I did not filter out any live domains 
based on where they were hosted, and this probably lowered the scores. However, this gave a more 
realistic view of the protection a user of these services would actually get.

Because the services are doing more than just fetching an answer, as I mentioned in the Background 
section, they will be a touch slower in responding, but not enough to really matter. Filtering requires 
processing power. Processing power requires time.

Still, the services are free, and now any bad domain has to get by both your anti-virus software and the 
DNS protection service, rather than just the anti-virus. Make something harder and it’s LESS likely to 
happen. On today’s internet, lowering the odds is the best you can do, and using even the worst of these
services lowers the odds.

Norton
Norton ConnectSafe came in first overall, with 29.95% of the bad domains blocked. It also won in the 
malware and other categories by a considerable margin, but came in second in the phishing category 
with only 18.75% of the domains blocked.

4 VirusTotal, now run by Google, is a major clearinghouse for malware and other bad domains. You can use it to run a 
suspected sample by 60+ anti-virus or website scanners at once. I also found some of the domains to test through 
VirusTotal.

5 Pure phishing sites were about 9.7%, and malware sites were about 11.9%. I cheated a little and assumed the number of 
engines in all cases was 67. A few times it was 66 and 68.

6 Some were more consistently scoring than others. Not all AV programs are equal.
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Norton has two major problems though. The first is the service is only available to home users. 
Businesses/commercial users are not allowed. A reply from Norton said they have no paid version for 
businesses. Thus, a business can’t use them even if the business wanted to pay.

The second problem is privacy. I could find nothing indicating they respect your privacy. Any data they
collect on you is theirs to do with as they please.

They also offer two additional levels of filtering: pornography filtering, and pornography plus others, 
which consists of “mature content, abortion, alcohol, crime, cults, drugs, gambling, hate, sexual 
orientation, suicide, tobacco or violence.” However, you can either opt-in or not. There is nothing user 
adjustable other than switching to a different filter level.

Home users who don’t care about privacy will get the best protection overall from switching to Norton.

Quad9
Quad9 came in second overall with 22.84% of the bad domains blocked. Their percentages on phishing
were the best at 33.33%. They came in third in the malware and other categories, although the 
difference between them and number 2 isn’t very large.

Unlike Norton, Quad9 is free to use for businesses as well as home users. They offer both IPv6 and 
IPv4 DNS servers.

They also, if true, have the strongest privacy protection of any blocking DNS providers. They don’t 
store your IP at all beating even CloudFlare, who’s pitch is fast and private. CloudFlare stores your IP 
address for 24 hours.

Quad9 also offers DNS over TLS, preventing even your ISP from seeing which domains you are asking
about. DNS over TLS is not trivial to setup and does introduce additional lag time in the DNS 
responses, but it does increase privacy and makes it near impossible for an attacker to forge replies 
unless they are already on your computer.

If I have something bad to say about them, it’s they don’t have a block page. They just return an 
intentionally wrong answer (no such domain or NXDOMAIN). The end user won’t know why the page
didn’t load, and my think something is wrong, when the service is doing it’s job.

Overall, a solid offering and suitable for everyone.

Greenteam
After 81 tests and not a single successful block, I stopped testing on Greenteam. They are likely out of 
business, although as a non-blocking DNS service, they still work. Do not use for protection.
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Mnemonic
Mnemonic is a late entry into the testing and was only tested against 116 domains. Their scores are 
based on that number, rather than the full 197. In the malware category, they finished number 2 with 
17.86%. However, they blocked nothing in the phishing and other category, giving them an overall 
score of 8.62%.

Most of what I know about the service is from a 2015 blog post. They do allow businesses, and claim 
not to log your IP address unless it is part of an attack. There is no IPv6 address, and the don’t offer 
DNS over TLS. They do offer an Enterprise level, containing extra security features, but I didn’t bother
checking on the cost.

Considering they did only a little better than Quad9 in malware, and offered nothing for phishing and 
other, I can find no compelling reason to go with them.

Comodo
Comodo was a difficult service to score. In many, but not all, cases, they returned no name servers error
while all the unsecured services found the name servers for the domain being tested. This would have 
stopped you from going there, but it is more a failure to work properly than blocking. They do have a 
block page and it was returned for some tests. As a result, a no name servers error was treated as half a 
block and assigned half a point, while an answer pointing to their block page got a full point.

Comodo’s overall score was 7.36%. While they did finish second in the other category, that’s not a 
strong enough reason to go with them. In fact, considering their DNS service seems to be unreliable, I 
can not recommend them on that basis alone.

OpenDNS
I expected OpenDNS would finish first in the tests. Instead, they finished in last place, with only 2.54%
overall. The only category they blocked anything in was phishing, and their score was only 5.21% in 
that, placing them in 4th place, ahead of only Mnemonic. Since they were bought by Cisco, their [free] 
home service only claims to block phishing, so the their lack of showing in the other categories is not 
surprising. The service is also only for home users, not businesses.

The do offer additional services if you sign up, something you can’t get with the other services for free.
The also have another, pay service called Cisco Umbrella that might offer malware protection as well 
and can be used by businesses, but since it is a non-free service, it was not tested. In addition, since 
being bought by Cisco, their privacy policy has changed, and not the user’s favor.

If you just want basic free DNS protection services, you can do better, even as a home user.
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Conclusion
You can add security to your computer or even whole network/household merely by switching your 
DNS servers. Currently, Quad9 should be your default choice, with Norton being a strong contender for
home users. This is not a replacement for anti-virus, or firewalls, or a good dose of sceptisim. It is a 
supplement.

In addition to extra security, you might also improve the speed and prevent errors. Some ISP DNS 
servers are overloaded and slow. Others, such as AT&T’s, for some reason return an error for some 
domains that don’t start with www, and not all do. You can solve both of these issues by switching.

How to switch is beyond the scope of this paper, but Google can be quite helpful in this. Be warned 
that some ISP equipment makes it very difficult to switch. Recent Xfinity provided routers/modems 
have no way for you switch DNS providers. Your only hope in that case is to disable their DHCP and 
provide your own with another device (most wireless access points have this), or manually switch 
every device you use. It is worth the effort.

Appendix A: DNS Primer
Humans like names. They don’t like to remember numbers. Which is more memorable, 
2607:f8b0:4002:c06::687 or www.google.com? Computers like numbers. So a system had to be created 
to convert the names, such as www.google.com, into it’s internet address (2607:f8b0:4002:c06::68). 
Think of it like a phone book or a contact list. This is DNS, or Domain Name System.

But unlike your address book on your phone, you don’t enter all the web domains out there. It would 
probably be impossible today if nothing changed for a year. Now take into account things change every
day, lots of things.

Instead, the person, or company, owning a domain name is responsible for creating and maintaining 
public DNS records for that domain. They, or someone they contract with, host a public DNS server 
anyone can ask for the records. This DNS server is registered with the root DNS servers, a small but 
important group of servers that don’t know everything, but they do know who to ask.

You, or often your ISP, have DNS servers that you ask for the internet address (IP address) of a domain.
These servers rarely have the answer themselves, but they know who to ask, even it’s the root servers, 
who then direct them to another DNS server to get the answer. Your DNS servers go out, find the 
answer, and rely it back to you.

That in a nutshell is what DNS is. DNS can do more than just translate names to IP addresses, but that 
is it’s most important function. The rest is beyond the scope of this primer.

7 This is a hex number, so yes, the b, c, and f are numbers in this case.
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Appendix B: Thanks
Thanks to Anwar Whittie for helping find the bad domains.
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